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Teach Digital Citizenship Skills to Prevent Cyberbullying

Digital citizenship is appropriate, responsible behavior when using technology. This includes social media, websites, online forums,
communities, comments, and in apps and other device features. Teaching | :
children and teens digital citizenship skills can help to prevent |
cyberbullying and its negative effects. When children learn positive online
behaviors, social media can be used in productive ways.

Teenagers are often the first to use new social media and digital
technology. Research shows that 95% of American youth aged 12-17 use
the internet. Among U.S. teens that use social media, 88% witness mean
or cruel behavior, 67% observe others joining in those negative behaviors,
and 21% admit to joining in at least once in a while.! Parents are the first
source of advice teens go to about responsible internet use. And parents
can monitor what their children do online in a variety of ways. Teachers ;
are the second source of information for teens.! Both parents and teachers o |
play an important role in teaching digital citizenship skills, including digital safety and digital etiquette? to children and teens.

Digital Safety

Digital safety involves identifying and taking measures to protect against potential risks when using devices, apps, and the internet.
Sharing personal information online can put children and teens at risk for the misuse of personal data, cyberbullying, and exposure
to harmful content that may contain violence, suicide, and racist and adult material. Teens may not want or intend to access or post
inappropriate content online. However, 44% admitted to giving a false age to access a website or sign up for an online account.!
Parental knowledge and involvement in mediating teenagers’ online activities influence whether teens behave appropriately and
responsibly when using digital technologies.?

To reduce risks, parents can help their children set the privacy controls on their devices and accounts to ensure their children’s
content is not shared with the public. Parents should proactively discuss the types of content and information that is safe or
acceptable to share, post, and view online. It is important to foster open dialogue in which youth feel comfortable sharing their
cyber experiences with caregivers and other supportive adults. Other tactics parents can use to ensure their children’s online safety
include:

e Following their child’s social media accounts.?

e  Checking the websites that their child visited.*

e Knowing the passwords to their child’s email, social media accounts, and cell phones.*
e Searching online for information available about their child.!

Digital Etiquette

Digital etiquette refers to an individual’s conduct online and in their use of technology. The virtual nature of social media and the
privacy of using individual devices can embolden some to say or do things in cyberspace that they would not do in person.
Appropriate behavior for digital interactions should follow the same social guidelines as face-to-face interactions.® Digital etiquette
also extends to conduct beyond the screen — how and when individuals use their devices around others in different social settings.®
Teaching good digital etiquette skills involves:
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Digital Citizenship

e Talking about what to do when children or teens witness cyberbullying or hurtful content.*

e Discussing appropriate content children or teens can share, view, or access online.*

e Reviewing appropriate behavior toward others online®so that
online interactions follow the same social guidelines as face-to-
face interactions.®

e Role modeling and discussing respectful and tolerant behavior
of others; including not posting hurtful, mean, vengeful, or
disrespectful content.*

e Role modeling appropriate device use including the amount of
time spent on devices, and use of devices around others.

e Discussing places that should be device-free, like bathrooms
and locker rooms.

e Talking about the permanency of content posted online, and
how this can affect online reputation and can have negative
consequences with college and job applications.

e Setting limits at every age for use of devices.’

Adults should teach digital citizenship skills to reinforce to children and teens that when they are using their voices online they must
choose their words wisely and speak with respect and compassion. Most of these strategies should be used, discussed, and updated
on an ongoing basis to address the changing social needs of children and teens as they get older, and with the emergence of new
technologies. By being a role model for good digital citizenship and providing ongoing guidance on digital safety and etiquette,
parents, teachers, and other caregivers can help prevent harmful behavior from happening, including cyberbullying.
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Source and Research Limitations StoprIIYIng'gOV f ¥y

This report includes the most up to date research on bullying, but it is important to note that this research has several
important imitations. Most of the research is cross sectional, which means it took place at one point in time. This type of
research shows us what things are related to each other at that time, but cannot tell us which thing came first or if one of those
things caused the other to occur.

Another limitation is that many of the studies use self reports to identify who bullied or was bullied and to capture symptoms or
experiences. While the use of self report is common in bullying research, it can result in biases or errors. The study participants
must report information accurately, and some children may not want to admit to others that they have been bullied or have
bullied others.

This product was created under Contract No. HHSH250201600025G funded by the Maternal and Child Health Bureau, Health Resources and
Services Administration, U.S. Department of Health and Human Services.
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